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Brexit and GDPR: what 
do you need to know?
While the current date for the UK to leave the EU remains 
31 October 2019, we still do not yet know whether this will 
be based on a deal or not. Leaving with a deal should give 
the UK some breathing space to put things in order over a 
transition period; as a result, the immediate focus has been, 
understandably, on how to prepare ourselves in the event of a 
no-deal scenario. 

In this guide, we set out the main considerations for organisations whose 
business models either involve the transfer of personal data into the UK or 
that operate businesses in other EEA countries that involve the processing 
of personal data. This guide provides a high-level overview of the main 
considerations for such organisations to ensure that their business is 
uninterrupted irrespective of the terms on which the UK leaves the EU.
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Will GDPR remain applicable in 
the event of a no-deal Brexit?
The UK already has draft laws in place that will come into 
effect in the event of no deal and ensure that the terms of the 
General Data Protection Regulation (GDPR) and the Privacy 
and Electronic Communications Regulations (PECR) continue 
to apply. PECR is the law that deals with, amongst other things, 
email marketing. The draft laws also take account of the need 
to amend the GDPR and PECR to allow for the fact that the UK 
will no longer be part of EU mechanisms.

The Data Protection Act 2018 will be 
the main data protection law in the 
UK and, as part of that, the GDPR 
will still be deemed to apply.

Where UK businesses are already 
complying with the GDPR and PECR, 
there should be little need to change 
their practices and procedures. 

Organisations operating in the EU 
and the UK will have dual GDPR 
obligations under the UK GDPR 
and EU GDPR. These may diverge 
over time in their approach to the 
transfer of personal data. Therefore, 
it will be important to identify which 
operations are subject to UK GDPR, 
EU GDPR or both.
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Restrictions on data transfers 
to and from the UK
The GDPR’s approach to data transfers is that they can take place freely within the EEA 
countries but, beyond those countries, require other arrangements to be put in place.

The biggest issue for UK businesses is that, following 
Brexit, the UK falls out of the EEA-wide regime that 
allows this free movement of personal data.

Transfers out of the UK 
In a recent blog, the UK Information Commissioner 
confirmed the UK Government’s intention to enable 
data to flow from the UK to EEA countries without 
any additional measures, effectively by deeming 
such EEA countries “adequate” without any further 
investigation. Having an adequacy decision in place 
is one of the existing mechanisms under the GDPR 
for allowing transfers outside of the EEA to take 
place. 

Similarly, the UK has indicated it will endorse 
existing adequacy decisions of the EU for Andorra, 
Argentina, Canada (commercial organisations), the 
Faroe Islands, Guernsey, Israel, the Isle of Man, 
Japan (private sector organisations), Jersey, New 
Zealand, Switzerland, Uruguay and the United States 
of America (limited to the Privacy Shield framework). 
However, these will be subject to review.

Where there is no such adequacy decision in place, 
other measures will, as is currently the case, need to 
be put in place. Some of these are discussed later on 
in this document in the context of transfers from the 
EEA into the UK.

It should also be noted that, post-Brexit, transfers 
from the UK to the EEA become “restricted transfers” 
under the EU GDPR, as transfers between a country 
subject to the EU GDPR and a country that is not. 
This will need to be reflected in any organisation’s 
documentation and privacy notices, i.e. where 
statements are made about transfers outside the 
EEA, and the implementation of adequate safeguards 
in relation to such transfers, all of which will need to 
be amended to reflect the position on transfers out of 
the UK. 

Transfers into the UK
The biggest issue for businesses that receive 
or import personal data into the UK from 
entities based in remaining EEA countries is 
whether or not such transfers will continue. 
In time, the UK will apply for an “adequacy 
decision” but this is a process that usually 
takes considerable time. As yet, there is 
no indication from the EU as to how it will 
approach this issue in the short term.

With a no-deal Brexit, the UK will be deemed a 
third country by the EU under GDPR. Without 
the guarantee of an adequacy decision prior 
to exit day, there is no legal basis for the flow 
of personal data into the UK from EU-based 
organisations. Alternative mechanisms for 
transfers should be set up in advance, the 
options for which are presented in the next 
section of this guidance. 
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Transfers from EEA countries into the UK 
– alternatives to an adequacy decision
There are a number of exceptions under the GDPR that largely support one-off, irregular 
transfers. However, where regular or bulk transfers occur other mechanisms need to be 
put in place.

The two most widely used mechanisms are:

Standard Contractual Clauses (SCCs)

 SCCs issued by the European Commission 
before exit day will continue to be an effective 
basis for data transfers to and from the UK. 
The Information Commissioner’s Office will 
have the power to issue new SCCs after the 
UK leaves the EU. There are two types of 
SCCs that have been approved – controller-
to-controller (two versions) and controller-to-
processor. It is recognised that they do not 
reflect all business models and it is hoped, 
over time, that further sets may be agreed. 
However, these are the ones in place just now.

Binding Corporate Rules (BCRs)

These are sets of rules put in place across 
multinational organisations or associations to 
ensure common standards of data protection, 
including protection for data subject rights. 
BCRs authorised by the UK Information 
Commissioner before exit day will continue 
to be recognised in domestic law. The 
Information Commissioner will continue to be 
able to authorise new BCRs under UK law. It 
usually takes many months to set up BCRs 
and to have them approved so Standard 
Contractual Clauses (SCCs) are often used 
instead.

Other than in a few places in which specific details 
need to be provided or options chosen, the SCCs 
must remain as drafted or the benefit of them as an 
approved mechanism is lost.

Where the personal data is transferred into the 
UK for processing and onward transmission to a 
non-EEA country, it will be necessary to consider how 
this can be achieved. This may require the non-EEA 
recipient also to sign the SCCs to ensure appropriate 
protection for data subject rights.

Non-UK-based controllers and processors will be 
required to designate a representative in the UK in 
certain circumstances. This will impact both non-EEA 
controllers and processors, who may have already 
appointed a representative in a non-UK Member 
State, as well as EEA controllers and processors 
who do not have a UK presence (for whom this will 
present a new obligation).

The Information Commissioner’s Office will be 
responsible for any tasks previously undertaken by 
other EEA supervisory authorities for the processing 
of personal data of UK residents.

5



Appointing an EU Representative
Where UK companies are operating within EU territories (as opposed to simply receiving 
transfers of personal data from such territories) the GDPR requires most foreign 
controllers and processors – those based outside the European Economic Area (EEA) but 
processing the personal data of EU citizens – to appoint an EU-based representative. This 
requirement does not apply to public bodies.

Post-Brexit, this requirement for an EU 
Representative will also apply to UK-based 
controllers and processors, and to international 
controllers and processors who previously used 
a UK base to meet the requirements. The EU 
Representative’s role is principally to communicate 
with EU supervisory authorities and data subjects. 

The GDPR requires that the EU Representative is 
identified in the privacy notice of a controller or 
processor without an EU presence, and that the EU 
Representative can be contacted in addition to, or 
instead of, the non-EU controller/processor. 

Controllers and processors operating outside the 
EU should already have appointed an EU-based 
representative, if required to do so. The penalties for 
failure to comply are significant. Fines can be levied 
at up to 2% of worldwide turnover or €10 million, 
whichever figure is higher. 

Those who currently do not need to appoint an EU 
representative because the UK is still part of the 
EU will have to ensure that they have one in place 
post-Brexit unless they fit within the exemption 
specified by the GDPR. The exemption covers 
processing that is occasional, does not include large-
scale processing of special categories of personal 
data, and is unlikely to pose a risk to the rights and 
freedoms of individuals.

Impact on Lead 
Supervisory Authority
Where UK companies are operating within 
EU territories, they currently benefit from a 
‘one-stop-shop’ system. This means that a 
single supervisory authority will act as the 
lead on behalf of the other EEA supervisory 
authorities in coordinating investigations 
involving multiple member states. It should 
also mean that, in relation to cross-border 
processing, UK companies will deal with a 
single supervisory authority – generally the 
supervisory authority where the company has 
its main establishment.

In the event of a no-deal Brexit, the UK will 
no longer benefit from this ‘one-stop-shop’ 
mechanism. Therefore, in the event of any 
investigations, UK companies may need to 
deal with the UK Information Commissioner’s 
Office and either its EEA lead supervisory 
authority (where the UK company has 
another establishment in the EEA) or all EEA 
supervisory authorities where individuals 
whose personal data is processed are located 
(in cases where the UK company has no 
establishment in any other EEA member state).
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Where data flows are coming into the UK, are the transfers one-off/occasional or 
regular/bulk transfers?

 ▪ If the former, review the basis 
on which they can be made, e.g. 
consent, necessary for the purposes 
of a contract

 ▪ If the latter, contact your EEA-based 
processors and controllers with a 
view to putting SCCs in place.

Will data flows into the UK result 
in onward flows to non-EEA/UK 
countries? If so, this will require 
further consideration as the 
recipient may need to become 
party to any SCCs in place.

Identify business processes 
where flows of personal data are 
coming into the UK

Where data flows are coming into 
the UK, identify your role in the 
processing – are you a controller 
or a processor?

Map your data flows to and from 
the UK to remaining EEA Member 
States

Consider if you need to appoint 
an EU representative. If yes, 
identify a suitable representative 
to act.

Review and update policies and 
procedures to ensure they refer 
to restricted transfers out of the 
UK, rather than the EEA.

No-deal Brexit 
Action Plan
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